Today’s Ransomware — LokiLocker
Mar. 22, 2022
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2. Victim in case trueEP® was not installed - All file name's extensions ware changed to
'[pf2536@tutanota.com][RANDOM]+Original Extension’
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3. Screen of Victim

| Restore-My-Files - Windows 0 2%
marm EEE M40 27V ESEH)
1Al of your files are encrypted!!!
To decrypt them send e-mail to this address: pf2536@tutanota.com

In case of no answer in 24h, send e-mail to this address: pf2536@protonmail.com
All your files will be lost on 20227 47 67 777 77 10:21:15.
Your SYSTEM 1D : 9C49084C

Ln 1, Col 1 100%  Windows (CRLF) UTF-8

Loki locker

All your files have been encryp

curity problem with your PC.
If you want to restore them, ples

=pends on how fast you contact us.

us After that, you have to uble.
email | pf2536@protonmail.com

You only have LIMITED time to get back your files!

- Iftimer runs out and you dont pay us , all of files wi
- You will lose some of your data on day 2 in the fimer.
- You can buy more time for pay. Just email us

THIS IS NOT A JOKE! you can wait for the timer fo run out ,and watch deletion of your files -}

e DELETED and you hard disk will be seriously DAMAGED.

What is our decryption guarantee?

Before paying you can send us up to 2 test files for free decryplion. The fotal size of files must be less than 2Mb (nen archived), and files should not contain valusble information. {databases,backups, large excel
sheets, atc.)

Attention!

- DO NOT pay any money before decryping the test files.

- DO NOT trust any intermediary. they wont help you and you may be vietim of scam. just email us , we help you in any steps.

- DO NOT reply to other emails. ONLY this two emails can help you

- Do not rename encrypted files.

- Do not try fo decrypt your data using third party software, it may cause permanent data loss.

+ Decryption of your files with the help of third parties may cause increased price (they add their fee to our) or you can become a vietim of 2 scam
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